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Objectives of CISS 2023

• Validate and Assess Technologies
• Validate and assess the effectiveness of technologies 

developed by researchers & commercial entities with 
iTrust

• Develop capabilities
• Develop capabilities for defending critical infrastructure 

(CI) / cyber-physical systems (CPS) under cyber-attacks
• Understand TTPs

• Understand composite Tactics, Techniques and 
Procedures (TTPs) for enhanced Operation Security
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CISS 2023 IDS Team Timeline

IDS Teams Briefing

IDS Team Systems Installation

Active Network Scanning 

Baselining Sessions

Opening ceremony

Exercise Execution (CISS Finals)

IDS Evaluation by iTrust

16 Jun

19 Jun - 18 Jul

19 - 21 Jul 

24 - 28 Jul

18 Aug

18, 21 - 24 Aug

28 Aug
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IDS Installation Details

• Book at most two days to set up your systems at 
iTrust
• 19 June 2023 - 18 July 2023 (excluding holidays) 
• 0900 to 1800
• Booking Link

• Deliver systems to iTrust SWaT Lab
• Address:

Building 2, Level 7, Room 14, 
8 Somapah Road, 
Singapore 487372 

• POC: Boon Kiat (81579108)
• We will provide

• Power socket
• Deduplicated traffic from all testbeds via Ethernet.
• 1 x RJ45 port from the aggregator
• Up to 700 Mbps throughput

• Bring your own
• power strips
• cables
• SIM device for remote accessible

https://outlook.office365.com/owa/calendar/CISSStage2Finals@SUTDAPAC.onmicrosoft.com/bookings/
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Active Network Scanning Details

• Book one session 
• 19 - 21 July 2023
• 0900 - 1100, 1300 - 1500, 1500 - 1700
• Booking Link

• We will provide
• access to the network
• dedicated slot per vendor

• Bring your own tools

https://outlook.office365.com/owa/calendar/CISSStage2Finals@SUTDAPAC.onmicrosoft.com/bookings/
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Baselining Sessions Details

• Period
• 24 - 28 July
• 1000 - 1700

• Configuration
• Concurrent session across all vendors
• Testbeds and Digital Twin will running in normal mode

• Actions taken by the operator made known
• No active scanning during this period
• No further devices be added after 28 July
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Requests

• Any other requests, please do through the booking link
• E.g. 2 x RJ45 ports, request for historian data
• We will do our best to accommodate the request

• Please also indicate which vendor you are affiliated with as part of your name
• E.g. Ivan Christian (iTrust) → In the name field.



Setup for 
CISS 2023 Execution
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CISS Finals Network Architecture

RT Form-up Area

RT#[1-8]

Gonnhirrim’s GASP (Digital Twin)
172.19.1.0/24

Router

Gonnhirrim’s SWaT + WaDi (Physical Testbeds)
192.168.1.0/24

IDS
Aggregator

Vendor 
Systems

iTrust’s 
Detectors

IDS Team Systems

Gonnhirrim’s EPIC (Physical Testbed)
172.18.0.0/16 & 172.16.0.0/16

VLN TGT

1 x 1GB 
RJ45 port

Historian EWS SCADA PLC

VLN TGT Historian EWS SCADA PLC

VLN TGT Historian EWS SCADA PLC
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GAS Pipeline HMI
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GAS Pipeline Network
PLCs: Python 
Subnet: 

1. 172.19.1.0/24
Protocol:
1. OPCUA
2. ZMQ
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Electric Grid Network

PLCs: WAGO
Subnet: 

1. 172.18.0.0/16
2. 172.16.0.0/16

Protocols: 
1. IEC 61850

a. MMS
b. GOOSE

a. Modbus TCP

https://www.igrid-td.com/smartguide/iec61850
https://www.rtautomation.com/technologies/modbus-tcpip/
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Water Treatment Network Diagram

PLC: Allen-Bradley
Subnet: 192.168.1.0/24
Protocol: 

1. EtherNet/IP (ENIP)

https://www.rtautomation.com/technologies/ethernetip/%20%E2%80%8B
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Water Distribution Network

PLC: Allen-Bradley
Subnet: 192.168.1.0/24
Protocols: 

1. EtherNet/IP (ENIP)
2. Modbus TCP

https://www.rtautomation.com/technologies/ethernetip/%20%E2%80%8B
https://www.rtautomation.com/technologies/modbus-tcpip/


Alert Logging Procedure 
and Timeline

28 August 2023
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Alert Logging via Syslog

• Alert logging will be from 0900 to 1800
• 18, 21- 24 Aug, for your own collection and analysis
• 28 Aug, IDS evaluation by iTrust

• Your systems will be turned on by iTrust at 8.30am
• Please shutdown your servers at the end of the day
• Configure system to produce syslogs for Graylog extractor
• During Installation, ensure that Graylog can receive your syslogs
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Monitoring Rules

• Should monitor
• 192.168.1.0/24
• 172.18.0.0/16
• 172.16.0.0/16
• 172.19.1.0/24

• Need not monitor
• Hypervisors
• 10.0.0.0/8
• 169.254.0.0/16



IDS Performance 
Analysis

18 August -  24 August 2023 (Red Team Execution)
28 August 2023 (Evaluation)
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Evaluation Session

• Each of the IDS will be evaluated against a set of benchmark Attacks

• The following are the types of possible attacks launched during the exercise 
and evaluation:

• IT Attack
• These attacks purely affect communications in the network

• OT Attack
• These attacks purely affect the processes of the system

• IT-OT Attack
• These attacks come as a combination that affect the communications and the 

processes
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Performance Metrics
Score Identification of

Components
Readability Accuracy Responsiveness Intrusivity

4

3

2

1

0
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Component Identification

• 4 Points
• Failed Stage Identified ( 1 point )
• Component Identified ( 1 point )
• Failure type ( 1 point )
• Reason for Failure ( 1 point )

• 3 Points
• Failed Stage Identified ( 1 point )
• Component Identified ( 1 point )
• Failure type ( 1 point )

• 2 Points
• Failed Stage Identified ( 1 point )
• Component Identified ( 1 point )

• 1 Point
• Failed Stage Identified ( 1 point )

• 0 Point
• Nothing identified 
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Readability

To measure the clarity of the alert for a detector, it needs to be human readable and 
can return meaningful information to the operators or anyone viewing the alert. Not 
everyone is trained in the art of reading alerts through network information or process 
specific jargons. 
Using Flesch-Kincaid formula, we can calculate the score.

Readability Measurement:
● Flesch-Kincaid Score 70.0 - 100.0 (4 points)
● Flesch-Kincaid Score 50.0 - 69.9 (3 points)
● Flesch-Kincaid Score 30.0 - 49.9 (2 points)
● Flesch-Kincaid Score 10.0 - 29.9 (1 points)
● Flesch-Kincaid Score 0.0 - 9.9 (0 points)

https://readable.com/readability/flesch-reading-ease-flesch-kincaid-grade-level/



29

Accuracy

Accuracy Measurement is done based on whether the solution can precisely detect the 
attacks done on the system and does not generate False alarms.

Accuracy Performance Measurement:
● 90.0 - 100.0% Accuracy and 0.0 - 10.0 % False Alarm Rate ( 4 points )
● 70.0 - 89.9% Accuracy and 10.1 - 30.0 % False Alarm Rate ( 3 points )
● 50.0 - 69.9% Accuracy and 30.1 - 50.0 % False Alarm Rate ( 2 points )
● 30.0 - 49.9% Accuracy and 50.1 - 70.0 % False Alarm Rate ( 1 points )
● 0.0 - 29.9% Accuracy and 70.1 - 100.0 % False Alarm Rate ( 0 points )
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Responsiveness

Detectors are supposed to alert the operators promptly to prevent permanent damage 
to the system. It is agreed that generally the sooner the operators are alerted the 
better.

Responsiveness Measurement:
● Within the minute (4 points)
● Within the hour (3 points)
● Within 4 hours (2 points)
● More than 4 hours (1 points)
● No even detected (0 points)
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Intrusivity

A measure of a detector would also be on how intrusive the it would be when detecting 
any anomalies  in the system. If the detector breaks the system then it would lead to a 
pretty bad situation, therefore we need to make sure that the solution does not break 
the system. 

How this category will be calculated would be a ratio of the system downtime due to 
detector and total system uptime.

Intrusivity Measurement:
● Never breaks the system. (4 points)
● Disrupts the system 1- 20% of the time (3 points)
● Disrupts 21 - 50% of the time ( 2 points )
● Disrupts 51 - 99% of the time ( 1 points ) 
● Always breaks the system ( 0 points ) 
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IDS Evaluation

iTrust will be sending out the list of attacks done during the evaluation 
session by 30 August 2023.

The report generated by the solutions are to be sent over back to iTrust by 
15 September 2023.

The performance of the solutions will then be evaluated using the 
Performance Metric and a report will be generated and sent over on a later 
date.



33

Q&A

Asking questions via 
Zoom:

Step 1: Use chat 
function

Step 2: Type in the word 
“question” and wait for your turn 

Question 
queue


