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Objectives of CISS 2025

1. Develop capabilities for 
defending critical infrastructure (CI) /
cyber-physical systems (CPS) under 
cyber-attacks

2. Validate and assess the effectiveness
of technologies developed by 
researchers & commercial entities with 
iTrust

3. Understand composite Tactics, 
Techniques and Procedures (TTPs) 
for enhanced Operation Security 

Access to world’s largest 

interconnected industrial-grade 

critical infrastructure playground



Details of the Finals

➔ OSINT Drop: 3 Sep

➔ VM Submission: 8 Sep (by 2359, GMT+8)

➔ Network Familiarisation: 16 – 24 Sep, 3 hr session/team

➔ Finals Dates: 29 Sep – 3 Oct

➔ Results + Closing Address: 7 Oct, 1600 hrs (GMT+8)

➔ Prizes:

◆ 1st place - S$5,000

◆ 2nd place - S$3,000

◆ 3rd place - S$2,000



OSINT: Intel Drop

• Having been informed of the impending siege of the Mordor 
army, Minas Tirth’s Cyber Centre is currently conducting 
reconnaissance.

• By 3 September, they intend to release a dataset collected and 
the info they have found.

• This dataset will contain network packet captures and historian 
data for the different infrastructures.

• Link will be sent via email.
• You may do what you wish with this dataset and info.
• Marina will share more OSINT information after this briefing.



RT Kali@FUA

RT Form-up Area

RT#[1-8]

• 8 Kali Linux (2025.2) with 8 CPU cores, 16GB RAM, sudo rights
o 9.9.0.[10-17]/16
o Internet access (est. 400 Mbps bandwidth)

• VPN Profile and credentials to connect to the FUA network
o Will be sent to team lead thru email soon after you have booked your session
o SSH or RDP to your Kali@FUA
o VPN accounts are

▪ Disabled by default
▪ Enabled 15 mins before your session starts
▪ Disabled 5 mins after your session expires



RT Requests

• If RT requires a custom VM, email cyberex@sutd.edu.sg the 
following:
o Upload VMDK or OVA to Google Drive (OS Language: English)
o Provide requirements (CPU, RAM, etc)
o Ensure all necessary tools are installed
o Provide credentials to configure NIC
o Deadline: 8 Sep, 2359 (GMT+8)

• We will allocate the IP address for this VM.

RT Form-up Area

RT#[1-8]

mailto:cyberex@sutd.edu.sg
mailto:cyberex@sutd.edu.sg
mailto:cyberex@sutd.edu.sg


Scenario for Network Fam Session

CISS Finals 2025 theme of LOTR continues from Stage 1. This network
familiarisation session is about scouting of Minas Tirith's infrastructures.

As the threat of Mordor's final assault looms ever closer, the Steward
Denethor has commanded that the elite Red Guard defenders be granted
unprecedented access to scout and familiarise themselves with the
sacred infrastructure they will soon be called upon to protect. In the
week before the great siege, these ten Red Guard teams are permitted
to access each system. Under the watchful eyes of the Citadel's master
engineers, the Red Guards must try to learn and unlearn.

The Red Guards have but three hours to absorb the wisdom of centuries,
studying the defensive networks that have protected the White City
since the days of its founding, preparing for the ultimate test that awaits
when the Enemy's horns sound across the Pelennor Fields. No attacks on
the infrastructure are allowed during this period.

Your task is to setup your machines and conduct forensics in a 3-hour
slot of your choice from 16 to 24 Sep.



Details for Familiarization Session

• 1 x 3hr session per team between 16 to 24 Sep
o 0900 - 1200 (GMT+8)
o 1400 - 1700 (GMT+8)

• Book your session
o APAC Teams requested to take morning slots

• Check VPN Connection to Kali Linux 2025.2 (SSH/RDP)
• Install necessary tools, if any
• Request support from us through (cyberex@sutd.edu.sg)
• Snapshots will be taken only for FUA VMs

RT Form-up Area

RT#[1-8]

RT Form-up Area

RT#[1-8]



Scenario for Finals Execution

Preparing for the Siege of Minas Tirith –
The Final Defense
Having proven your worth as the ten most elite Red Guards in 
the preliminary trials, you now face the ultimate test as the 
forces of Mordor mass at the Pelennor Fields for the final 
assault on Minas Tirith. 

The Enemy will be targeting all three critical infrastructure 
systems that sustain the White City's defences: the ancient 
Aqueduct of Mindolluin that provides life-giving waters, the 
water distribution network (The Fountains of Lebennin) that 
carries these waters throughout the seven levels, and the 
Luminous Spire that powers the city's mystical defences.

As the siege horns sound and darkness gathers, Denethor 
himself calls upon these elite Red Guards to conduct the most 
crucial penetration testing of their careers - they are tasked 
with exposing and demonstrating vulnerabilities in Minas 
Tirith's infrastructure before the Enemy discovers them first. 



Exercise Platforms



Details for Finals Session

● 1 x 4hr session per team between 29 Sep to 3 Oct
○ 0900 - 1300 (GMT+8)
○ 1400 - 1800 (GMT+8)

● Book your session 
○ APAC teams requested to take morning slots

● Complete as many objectives as possible.
● The attack objectives will be released on 9 September.
● 1 hour of power infrastructure exclusively, followed by 3 hours of 

access to all infrastructures



Technical 
Information



RT Form-up Area

RT#[1-8]

Router

EPIC (Physical Testbed)
172.18.0.0/16&172.16.0.0/16

VLN TGT Historian EWS SCADA PLC

VLN TGT Historian EWS SCADA PLC

WADI (Physical Testbed)
192.168.1.0/24

VLN TGT Historian EWS SCADA PLC

Network Architecture

SWaT (Physical Testbed)
192.168.1.0/24



Water Network (Physical)

The White City has configured-
● tanks 1 and 2 to supply water for cooling,

● tank 3 for sanitation,

● tank 4 for residential purposes,

● tanks 5 and 6 for heavy-duty industrial use.

Water Treatment

Water Distribution



Water Treatment Process



Water Distribution Process



Power Network (Physical)

1. The Power Grid has two generators (G1, G2) as its

power sources.

2. Electricity is supplied to the Critical Load, Non-

Critical Load and Water Treatment & Distribution

Network.



Power Grid Process



Rules of Engagement

➔ 20 mins before your session

◆ Dial in to MS Teams Rooms, link provided thru email

◆ Connect to FUA using VPN credentials

➔ Communication and coordination between judge and RT will be via RT Lead

➔ All members are to share their screen during the session; recording will be 
done (for analysis purposes only; will not be published/shared without your 
permission)

➔ Clock starts when the Judge declares “Begin”: total 4 hours



Rules of Engagement

➔ Enumeration

◆ No limit on the number of sessions for enumeration. Permission from
judges is not required.

➔ Launch of Attack

◆ Declare the attack objective you want to achieve and explain how the attack 
will be launched.

◆ An attack is to be launched only after you receive a “Go-ahead” signal from 
the judge.

➔ Verification of attack objective

◆ Teams are expected to verify their own attack



Scoring

Top 3 Winners

➔ Total Attack Objective Score

◆ Achieving an attack objective will be rewarded up to 400 points*, depending on their 
difficulty; sent on 9 September via email.

Additional scoring-

➔ Most Stealthy and Undetectable

◆ Signature based IDS & Total packets generated

➔ Most Novel Attacks

◆ Novel, Storyline, Difficulty



Road to the Finals
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KEEP  

CALM 

AND 

CYBER 
EXERCISE

CISS 2025 Committee



Q&A

cyberex@sutd.edu.sg

mailto:cyberex@sutd.edu.sg
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OSINT  

B r ie f i ng  

by  

Mar ina  

K ro to f i l
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Cyber-Physical Systems (CPS)



30

A system that relies on close 
interaction between digital and
physical components, typically 
designed as a network of interacting 
elements with physical and digital 
inputs & outputs

Cyber-Physical Systems
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A digital malicious alteration of a cyber-
physical system’s operations to cause 

undesirable physical effects

Cyber-Physical Attacks

CYBER

PHYSICAL
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Cyber-Physical 
Attack

PhysicalCyber

Compromising
components of computing/

communication 
infrastructure

Engineering attack to 
cause physical impact on 
process, system or 
equipment

Cyber-Physical Attacks
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Time constant of 60 min

15.

1

114.5

96.0

11.2

Physical Process Vulnerability
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Layers of Cyber-Physical System

Attack planning 
starts here
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Control logic (also user program or 

project file) defines what operations 

should, when and under which 

conditions. It also contains so called 

interlocks that define mutually exclusive 

conditions to prevent undesired 

(harmful) states of the process.

Motor Starter Control PLC Logic - Automation Community

Control Logic

https://learn.automationcommunity.com/motor-starter-control-plc-logic/
https://learn.automationcommunity.com/motor-starter-control-plc-logic/
https://learn.automationcommunity.com/motor-starter-control-plc-logic/
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Actuator
s

Control system

Sensors

Computes control 
commands for actuators

Control Loop as Fundamental Block

SET POINTS
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D feed

Hours

%

Measure 
process state

Adjusted to 
influence process 

behavior

The attacker 
interacts with 
control loops

The process is moved into a new state. 
It can in turn affect other control loops / parts of the process
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Actuator
s

Control system

Sensors

Indirect impact:
Work orders, logistics, 

billing, etc. 

HMI/EWS

Support 
applications

Process 
optimization 
applications

Hierarchical Control Loops

Degradation impact:
Causing process 

inefficiencies, etc. 

High-fidelity impact:
Forcing point, manual 

control, safety bypass 

Surgical impact:
Almost unrestricted, granular 

process control
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Control and Timing Parameters

• Dead time is the delay from when a 
controller output (CO) signal is issued until 
when its effect is first observed in process 
variable (PV) 

− Caused by both various electronic 
components and process physics

• Time constant (lag) describes the speed with 
which the PV responds to the change in CO or 
disturbance. It is measured when PV reaches 
63.2% of its total change 

− Smaller time constant means faster 
response (fast variables), larger one 
indicates slower response (slow variables)

• Ratio of dead time and process lag defines 
the difficulty of controlling the process

− Dead time dominating variable is harder to 
control
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IT vs. OT: Layers of Defense 



Security & Safety Relationship

Threats can be (always) traced back to humans and 
their will to perform an action

Desire of specific outcome

• Hazards are caused by the natural events (energy 
release/change – mechanical, chemical, electrical)

• Random events caused by physical conditions

41
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Key CPS Challenges

• Time-variant systems, often non-linear or with short time 
constants

• Tight coupling of control loops

• Managed by the Real-Time Operating Systems (RTOS)

• Physics cannot always be harnessed or/and defeated
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Complex attacks are 
conceptualized with 

attack lifecycles/kill chains
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Many Different Kill Chains*

* Mandiant, Lockheed, SANS ICS Stage 2, MITRE ICS ATT&CK

Develop Test Deliver Install
Execute 

ICS Attack

• Kill chain or attack lifecycle is a common method to describe the 
process of conducting cyberattacks

• Existing frameworks are IT-oriented or focused on “cyber” 
elements

• (Over)simplification of cyber-physical attack development and 
execution

• Does not address process-specificness/ engineering aspects of 
attack development

• Present attack execution as discrete & instant, instead of 

continuous & protracted

• MITRE ATT&CK for ICS is applicable once the damage 
scenario is already constructed! 

− Does not provide logical guidance on how the attacker 
would approach attack scenario design and payload 
development (nuanced, step-wise process)
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Cyber-Physical Attack Lifecycle

• Describes logical, step-wise process of constructing and executing a targeted cyber-
physical attack

• Focused on the engineering aspects of cyber-physical exploitation process and 
constructing target payload

• The cyber elements are tailored to exploiting control system and physical process

Access Discovery Control Damage Cleanup

Obtain
Feedback

Prevent 
Response



46

Step-Wise Process is not Always 

Linear

• Any exploitation process is messy and not 
strictly sequential 

• The attacker may need to circle to the 
previous or even initial stage at any point

• The attacker may take pauses between attack 
stages and/or work on different stages in 
parallel

• Attack execution is a concatenation of attack 
activities and exploits across different stages

Access

Discovery

Control

Damage

Cleanup

Obtain
Feedback

Prevent 
Response
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Access

• Refers to both methods of obtaining access and to what resources

− External (entry points) and internal (assets) access

• Early identification of the assets of interest (information/ 
documentation, attack/code execution, jump/proxy host, attack 
monitoring, etc.)

Acces
s

Target 
Environment

Supply 
Chain

Larger 
Ecosystem

Guided by the following question:

• What kind of access and to which resources is needed for attack 
execution?
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Preparation: Identify Access Points

Access 
Point

Critical 
Asset

Access 
Point

Critical 
Asset
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Preparation

Access 
PointCritical 

Asset

Critical 
Asset• Check diagrams for possible 

entry points*

• Pencil out potential assets of 
interest 

• Collect relevant exploits and tool 
kits, review related research 
works, etc.

* Sometimes 
compromising specific 
access points is easier 
than moving laterally to 
the assets of interest or 
resources might be 
unreachable via lateral 
movement 
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Discovery

• ICS/OT are complex environments/systems, often unique and 
proprietary

• This stage is likely to be continuously executed during the 
entire operation

• Refers to discovery of the underlying computing and network 
infrastructure and target process (including control system)

Reconnaissanc
e

Process 
Comprehensio

n

Discovery

Guided by the following question:

What knowledge about target environment/system is needed to 
design, implement and execute a cyber-physical attack?

‒ Minimum and sufficient knowledge

‒ Static infrastructure process discovery
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Discovery

Network/infra 
reconnaissance

Process 
comprehension

Custom scanners

Discovery
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Reconnaissance

• Standard IT tools can be partially applicable

• nmap can help to identify certain specialized assets (HMI 
panels, PLCs, etc.) but provide only minimal asset 
information

• Wireshark supports only limited number of industrial 
protocols

• Need for specialized recon tools/approaches

Industrial IT 
assets/networks

Embedded 
Systems/ Control 

networks

Discovery

nmap output for HMI panel (not very helpful)
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Reconnaissance

• Reconnaissance of non-IT assets  may require 
specialized/custom device and vulnerability scanners

• Some open-source tools exist:

− PLCs scanners (various vendors)

− PLC password databases

− Modbus Unit ID enumerators

− Vulnerability scanners for RTOS, protocol stacks, etc.

− Open-source parsers/dissectors for exotic protocols

• Attackers may write own port scanners (Industroyer, 
Triton)

• Challenge: A huge diversity of proprietary devices and 
protocols

− Network diagrams and engineering drawings are 
essential

https://www.osti.gov/servlets/purl/1409972
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Some Open-Source Offensive 

ToolsGitHub - hslatman/awesome-industrial-cohttps://github.com/hslatman/awesome-industrial-

control-system-securityntrol-system-security: A curated list of resources related to Industrial 

Control System (ICS) security.

https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
https://github.com/hslatman/awesome-industrial-control-system-security
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Preparation: High-Level Discovery 

Generation

Metering

Solar 
system

Control 
System

• Know relevant “crown 
jewels” assets (e.g., 
HMI, EWS, SCADA 
server, PLC/RTU/IED, 
OPC server, historian, 
etc.)
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Sunny Island (SMA)

Sunny Island 4.4M / 

6.0H / 8.0H | SMA 

Solar

Operating manual - SUNNY 

ISLAND 4.4M / 6.0H / 8.0H

SUN:DOWN Vulnerability 

Research Report - Forescout

https://www.sma.de/en/products/battery-inverters/sunny-island-44m-60h-80h
https://www.sma.de/en/products/battery-inverters/sunny-island-44m-60h-80h
https://www.sma.de/en/products/battery-inverters/sunny-island-44m-60h-80h
https://files.sma.de/downloads/SI44M-80H-12-BE-en-13.pdf
https://files.sma.de/downloads/SI44M-80H-12-BE-en-13.pdf
https://files.sma.de/downloads/SI44M-80H-12-BE-en-13.pdf
https://files.sma.de/downloads/SI44M-80H-12-BE-en-13.pdf
https://www.forescout.com/resources/sun-down-research-report/
https://www.forescout.com/resources/sun-down-research-report/
https://www.forescout.com/resources/sun-down-research-report/
https://www.forescout.com/resources/sun-down-research-report/
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Preparation: Reconnaissance

Asset inventory*
*It is always a good idea to assume that the 

documentation is incomplete or not entirely accurate

Protocols

Interdependancies

Protocols
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Preparation: Reconnaissance

SWaT: A Water 

Treatment Testbed for 

Research

https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
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Preparation: Reconnaissance

Attacking Fieldbus Communications in  

ICS: Applications to the SWaT Testbed

file:///C:/Users/marmu/Downloads/CISS14-0075.pdf
file:///C:/Users/marmu/Downloads/CISS14-0075.pdf
file:///C:/Users/marmu/Downloads/CISS14-0075.pdf
file:///C:/Users/marmu/Downloads/CISS14-0075.pdf
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What and how the 

process is producing

How it is built 
and wired

How it is 
controlled

Operating & safety 
constraints

Process comprehension
• Process comprehension 

– Understanding exactly what the process is doing, how it is built, configured & controlled

– Information enumeration, exfiltration and analysis/correlation
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Control loop configuration

Process Comprehension

Historical process data
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Process Comprehension (Example)
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Watching Traffic is not Enough
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Mapping Diagrams, Points & Logic

Piping and instrumentation 
diagram

Ladder logicProgrammable Logic 
Controller

Pump in the plant
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Mapping Diagrams, Points & Logic

• OT operates on a concept of “points”: data sources or controllable functions

− Hard point: physical input or output to/from sensors and actuators. 

− Soft point: results derived from mathematical calculations and control logic actions

• Points are defined by IDs and tags:

− ID: typically control code specific and defined by input channel or memory location, e.g., “DB1.DBX1.1”

− Tag: is descriptive name of a point, e.g., “Dosing pump_section5”

− Tag description: tag attribute that provides additional information about point

− Points can have different tags in different diagrams, documentation, software or configuration files

• Mapping of point IDs and tags is 

− Excell tables (documentation)
− OPC server
− HMI and other systems

On the Significance of Process Comprehension for 
Conducting Targeted ICS Attacks

https://www.researchgate.net/profile/Marina-Krotofil/publication/320742263_On_the_Significance_of_Process_Comprehension_for_Conducting_Targeted_ICS_Attacks/links/5c046fae299bf1a3c15e3be6/On-the-Significance-of-Process-Comprehension-for-Conducting-Targeted-ICS-Attacks.pdf
https://www.researchgate.net/profile/Marina-Krotofil/publication/320742263_On_the_Significance_of_Process_Comprehension_for_Conducting_Targeted_ICS_Attacks/links/5c046fae299bf1a3c15e3be6/On-the-Significance-of-Process-Comprehension-for-Conducting-Targeted-ICS-Attacks.pdf
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Preparation: Learn Symbols & tags

P&ID Symbols Legend for 

Piping – ESAin - Esain

SWaT: A Water 

Treatment Testbed for 

Research

https://esain.com/p-and-id-symbols-legend-for-piping/
https://esain.com/p-and-id-symbols-legend-for-piping/
https://esain.com/p-and-id-symbols-legend-for-piping/
https://esain.com/p-and-id-symbols-legend-for-piping/
https://esain.com/p-and-id-symbols-legend-for-piping/
https://esain.com/p-and-id-symbols-legend-for-piping/
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
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Preparation: Process Comprehension

Introduction to 

WaDi Testbed

Introduction to 

SWaT TestbedIntroduction to 

SWaT Testbed

Discovering Attack Signature and Its Travel Path 

using Graphical Model in CPS: A Case Study | 

ACM Transactions on Cyber-Physical Systems

https://www.youtube.com/watch?v=q726ZBk-NGk
https://www.youtube.com/watch?v=q726ZBk-NGk
https://www.youtube.com/watch?v=q726ZBk-NGk
https://www.youtube.com/watch?v=2r1ctjULCnI
https://www.youtube.com/watch?v=2r1ctjULCnI
https://www.youtube.com/watch?v=2r1ctjULCnI
https://www.youtube.com/watch?v=2r1ctjULCnI
https://www.youtube.com/watch?v=2r1ctjULCnI
https://dl.acm.org/doi/full/10.1145/3734694
https://dl.acm.org/doi/full/10.1145/3734694
https://dl.acm.org/doi/full/10.1145/3734694
https://dl.acm.org/doi/full/10.1145/3734694
https://dl.acm.org/doi/full/10.1145/3734694
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Control

• The key distinction of IT and CPS systems is time-dependency and 
dynamic behavior with well-defined operational limits

− Guided by laws of physics and control logic

• No documentation can convey entire/precise dynamic behavior of 
the system

− If I change one process parameter, what else is changing and how much?

• “Obtaining control is not to being in control”

Control

Guided by the following question:

What control elements are available for process manipulation, how 
much the process can be changed and how much/far attack effect 
propagates through the process? 

‒ Attack can move the process into “weird states” with 
unpredictable behavior

Process 
Controllabilit

y

Dynamic 
process 
behavior

Available 
Controls
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Dynamic Process Behavior (Example)

Attack



Preparation: Enumerating Controls

Pumps

Variable Speed 

Drives



Preparation: Dynamic Process Behavior

me :-)
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Discovery and documentation of the 
dynamic process behavior is mostly a 

manual process (no helpful tools exist)
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Attack Pattern Mining to Discover Hidden Threats to Industrial Control Systems

Attack Strategies

https://www.semanticscholar.org/paper/Distributed-Detection-of-Single-Stage-Multipoint-in-Adepu-Mathur/f2ae900a87eee49169f9dc983e14f5979c5b260e
https://www.semanticscholar.org/paper/Distributed-Detection-of-Single-Stage-Multipoint-in-Adepu-Mathur/f2ae900a87eee49169f9dc983e14f5979c5b260e
https://www.semanticscholar.org/paper/Distributed-Detection-of-Single-Stage-Multipoint-in-Adepu-Mathur/f2ae900a87eee49169f9dc983e14f5979c5b260e
https://www.semanticscholar.org/paper/Distributed-Detection-of-Single-Stage-Multipoint-in-Adepu-Mathur/f2ae900a87eee49169f9dc983e14f5979c5b260e
https://www.arxiv.org/pdf/2508.04561
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Damage

• Design/engineering of the detailed damage/attack scenario and 
its practical implementation 

• Translation of high-consequence events (e.g., vessel 
overpressure) into a set of specific attack instances and cyber-
physical exploits/payloads

− Based on the outcomes of the previous stages (Discovery, Control)

• Remote or autonomous execution of the attack

Detailed 
attack design

Attack 
implementatio

n

Attack 
execution

Damage

Guided by the following questions:

What specific physical outcome is desired? How can it be achieved in 
reliable way? What payloads need to be developed and deployed in 
which assets?

‒ Damage stage is tightly coupled with Prevent Response and 
Obtain Feedback stages (control loop principle)



Compliance violation

• Safety

• Pollution

• Contractual agreements

Production damage

• Product quality or 
production rate

• Operating costs

• Maintenance efforts

Equipment damage

• Equipment 
overstress

• Violation of safety 
limits

Purity Relative price, 
EUR/kg

98% 1

99% 5

100% 8205

Paracetamol

Source: http://www.sigmaaldrich.com/

What Can be Done to the 

Process

Service Uptime

• Degrade service 
quality/safety/ 
trustworthiness

• Make service 
unavailable
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Basic Physical Damage Taxonomy

Inertia Exclusion Resonance

Wear Surge Latent Abilities

* J. Larsen & M. Krotofil – Beyond the Firewall: Physical Exploitation

• Requires subject-matter knowledge 
(engineering)

− Among least familiar stages to 
IT hackers/Red Teamers

• Accident data is a good starting point:

– National governmental agencies 
(regulations and incident reports)

– Public/commercial accident data bases, 
research, blog posts
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Preparation: Check Existing 

Scenarios

SWaT: A Water 

Treatment Testbed for 

Research

On Practical Threat Scenario Testing in 

an Electrical Power ICS Testbed

A Dual-Isolation-Forests-Based Attack Detection Framework for Industrial Control Systems

Attack Pattern Mining to Discover Hidden 

Threats to Industrial Control Systems

https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://tippenhauer.de/publication/siddiqi-18-epic/siddiqi-18-epic.pdf
https://tippenhauer.de/publication/siddiqi-18-epic/siddiqi-18-epic.pdf
https://scispace.com/pdf/a-dual-isolation-forests-based-attack-detection-framework-95hd4oplfp.pdf
https://scispace.com/pdf/a-dual-isolation-forests-based-attack-detection-framework-95hd4oplfp.pdf
https://scispace.com/pdf/a-dual-isolation-forests-based-attack-detection-framework-95hd4oplfp.pdf
https://scispace.com/pdf/a-dual-isolation-forests-based-attack-detection-framework-95hd4oplfp.pdf
https://scispace.com/pdf/a-dual-isolation-forests-based-attack-detection-framework-95hd4oplfp.pdf
https://scispace.com/pdf/a-dual-isolation-forests-based-attack-detection-framework-95hd4oplfp.pdf
https://scispace.com/pdf/a-dual-isolation-forests-based-attack-detection-framework-95hd4oplfp.pdf
https://www.arxiv.org/pdf/2508.04561
https://www.arxiv.org/pdf/2508.04561
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Preparation: Check Existing 

Research

Like Lightning From the Cloud: Finding RCEs in an Embedded TLS Library and 

Toasting a Popular Cloud-connected UPS - Black Hat Asia 2022 | Briefings Schedule

Evil Bubbles or How to Deliver Attack Payload via the 

Physics of the Process

A Closer Look at the Gaps in the Grid: New 

Vulnerabilities and Exploits Affecting 

https://www.blackhat.com/asia-22/briefings/schedule/index.html#like-lightning-from-the-cloud-finding-rces-in-an-embedded-tls-library-and-toasting-a-popular-cloud-connected-ups-25927
https://www.blackhat.com/asia-22/briefings/schedule/index.html#like-lightning-from-the-cloud-finding-rces-in-an-embedded-tls-library-and-toasting-a-popular-cloud-connected-ups-25927
https://www.blackhat.com/asia-22/briefings/schedule/index.html#like-lightning-from-the-cloud-finding-rces-in-an-embedded-tls-library-and-toasting-a-popular-cloud-connected-ups-25927
https://www.blackhat.com/asia-22/briefings/schedule/index.html#like-lightning-from-the-cloud-finding-rces-in-an-embedded-tls-library-and-toasting-a-popular-cloud-connected-ups-25927
https://www.blackhat.com/asia-22/briefings/schedule/index.html#like-lightning-from-the-cloud-finding-rces-in-an-embedded-tls-library-and-toasting-a-popular-cloud-connected-ups-25927
https://www.blackhat.com/asia-22/briefings/schedule/index.html#like-lightning-from-the-cloud-finding-rces-in-an-embedded-tls-library-and-toasting-a-popular-cloud-connected-ups-25927
https://www.blackhat.com/docs/us-17/wednesday/us-17-Krotofil-Evil-Bubbles-Or-How-To-Deliver-Attack-Payload-Via-The-Physics-Of-The-Process.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Krotofil-Evil-Bubbles-Or-How-To-Deliver-Attack-Payload-Via-The-Physics-Of-The-Process.pdf
https://i.blackhat.com/Asia-25/Asia-25-dosSantos-A-Closer-Look-at-the-Gaps-in-the-Grid.pdf
https://i.blackhat.com/Asia-25/Asia-25-dosSantos-A-Closer-Look-at-the-Gaps-in-the-Grid.pdf


sales@midnightblue.nl  //  midnightblue.nl  //  All Right Reserved

Example: Breaking UF filter in water 
treatment facility (SWaT) 

Successful implementation of attack scenario and 
its cyber execution will not necessarily result in 

successful damage outcome
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Filter as High-Consequence Target

Water treatment process consists of multiple stages, including several stages of filtering
‒ Water filters are expensive
‒ When broken, water supply is interrupted 

78

https://en.wikipedia.org/wiki/Ultrafiltration https://en.wikipedia.org/wiki/Reverse_osmosis



https://itrust.sutd.edu.sg/testbeds/secure-water-treatment-swat/

Damaging UF filter in water utilityUltrafiltration Stage in SWaT
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https://www.gruenbeck.de/fileadmin/user_upload/produkte/membransysteme/pdf_en/ba-561940-inter_084_geno-ultrafil_450-900.pdf

net.grundfos.com/Appl/ccmsservices/public/literature/filedata/Grundfosliterature-5606062.pdf

Damaging UF filter in water utility
Finding Plausible Damage 

Scenario
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Water filtering

Backwash

UF filtering: HMI screen
Process Discovery (1)
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UF backwash: HMI & PI&D diagram
Process Discovery (2)
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There are tree conditions which can trigger backwash process, each 
guided by a state machine in a PLC:

― Preset timer (every 30 minutes)
― UF filter differential pressure (DP) ≥ 40 kPa
― Plant shutdown

How to pull off the attack??
Process Discovery (3)

PLC3

PLC6



L

Tank T301

UF

Stage 3 ON

LIT301

UF is active
Valve 

MV303

Pump
P602

Stage 4

Stage 6 MV303
OPEN

P602
ON

Attckr

Let’s see what max 
pressure can be 

achieved

PLC3

PLC6

Execution of cyber attack
Execution of Attack
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Surge attack on UF filterAttacker is not Almighty

• Average UF filter DP is ≈   12-13 kPa

• Max DP is 98 kPa (~ 1 bar)

• Not enough for breakage 

• Such information can only be figured out on a live process  

‒ Control stage: probing control loop potential to achieve 
desired physical state 

85



86

Prevent Response

• During attack execution the control/safety systems and 
possibly human operator will be working “against” attacker 
trying to keep the process in efficient/safe state

− Attack interference or interruption

• May include “racing” conditions (be faster than control/ safety 
system) and violation of predefined permitted process states

− Spoofing process state is effective method to prevent response

Control/Safety 
system

Human 
Operator

Auxiliary 
systems

Prevent 
Response

Guided by the following questions:

What systems might interfere with the attack execution and in what 
way? How attack effects can be concealed to prevent counter-
reaction?

‒ This attack stage can be avoided by remaining below 
“response” threshold 
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Approaches to Preventing 

Response
• Alarm suppression/hiding/relaxation

− Patch instructions in the PLC (alarm suppression) or change alarm limits 

− Cause alarm flood/storm (to hide critical alarm), etc.

• DoS protective equipment

− Protective relays or safety PLCs

• Patch “interlock” conditions in control logic

Water tank level alarm

Safety program resides in memory as code, 

modify to set alarm to fixed FALSE
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Stale Data Attack

• Loss of observability in a single control loop almost collapsed EU power grid

− On 10 Jan 2019, the Continental Europe Power System registered the largest absolute 
frequency deviation since 2006*. 

• The failure of a telecommunication link led to the grid control be based on the last 
received process values from a remote load frequency controller

− DoSing communication link (including packet drop or delay) is an effective method to prevent 
real process state reaching control system

*https://eepublicdownloads.entsoe.eu/clean-documents/news/2019/190522_SOC_TOP_11.6_Task%20Force%20Significant%20Frequency%20Deviations_External%20Report.pdf

https://eepublicdownloads.entsoe.eu/clean-documents/news/2019/190522_SOC_TOP_11.6_Task Force Significant Frequency Deviations_External Report.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/news/2019/190522_SOC_TOP_11.6_Task Force Significant Frequency Deviations_External Report.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/news/2019/190522_SOC_TOP_11.6_Task Force Significant Frequency Deviations_External Report.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/news/2019/190522_SOC_TOP_11.6_Task Force Significant Frequency Deviations_External Report.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/news/2019/190522_SOC_TOP_11.6_Task Force Significant Frequency Deviations_External Report.pdf
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M. Krotofil, J. Larsen, D. Gollmann. The Process Matters: Ensuring Data Veracity in Cyber-Physical Systems (ASIACCS, 2015)

Spoofing Sensor Signals in 

Transmitter
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Preparation: Unwanted Process States  

• Learn permissible and mutually exclusive 
control sequences and process states, the 
associated interlocks and the mechanisms 
of their detection and enforcement 

− E.g., verification of a certain condition 
being met or setting specific flag value

• Decide on most effective or convenient 
ways to prevent system response to 
envisioned attack instances/attack scenario 

SWaT: A Water 

Treatment Testbed for 

Research

PLC3

PLC6

Detection of 
contamination 
or improper 
chemical 
balancing

https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
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Obtain Feedback

• If the attack impact is not instantaneous or reliably guaranteed, 
the attacker needs to monitor attack progress

• The attacker needs a way to compare effectiveness of several 
attack scenarios or coordinate implants

• If existing measurements are insufficient, proxy measurements or 
calculations can be used

Direct data 
sources

Proxy 
measurement

s 

Auxiliary 
systems

Obtain 
Feedback

Guided by the following question:

What measurements are required/helpful to monitor attack 
progress/failure, coordinate attack steps/payloads and detect the 
achievement of the final outcome?
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There is no “Pipe Roundness” 
sensor

There is no sensor to detect cavitation bubbles 

Processes aren’t Always Hacker 

Friendly

No Analyzer in Reactor exit pipe to 
measure reduction of primary 
reaction
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SWaT: A Water 

Treatment Testbed for 

Research

Preparation: Existing Measurements

WaDi: 
Sensors

SWaT: Sensors (25 in 
total)

https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf


• C2 server

• Human operator

• Human attacker

• Software implant

• Field instrumentation

• (Other) implants

Command 
& Control

Feedback Feedback

Command 
& Control

E.g., observation of state A in component B 
needs to trigger payloads X, Y , Z (C2 
mechanism for embedded implants via 

feedback)

These can be in completely different parts 
of the process, on different networks

Implant coordination via digital 
comms is non-trivial

Multi-Payload Attack Execution

* CPS: Driving Cyber-Physical Systems to Unsafe Operating Conditions by Timing DoS 

Attacks on Sensor Signals – M. Krotofil et al.

17640 bytes ~= 0.11% 

of DRAM 

(unoptimized)

Process state change detection
with lightweight Non-Parametric 

Cumulative Sum (NCUSUM) algorithm
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Cleanup

Attack 
Rollback 

Cleanup

Hinder Root-
Cause 

Analysis 

Create 
Forensic 
Footprint 

• In IT domain it is possible to execute the entire attack without 
being ever detected. In CPS/OT domain it is not an option 
because of physical effect 

− One cannot “erase” changed physics

− Cleanup is primarily focused on human operators & investigators

• During attack execution make operators believing “something 
else” is causing process upset

• Create forensic footprint of what the investigators should 
identify as cause of the incident/accident

Guided by the following questions:

What the attack should look like to external observers? How to avoid 
attribution to intentional actions? What the investigators should 
identify as the cause of the incident?
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Preparation: Monitoring & Data 

Storage 

SWaT: A Water 

Treatment Testbed for 

Research

• Identify sources of process monitoring (e.g., HMIs) 
and potential data storage (e.g., historian, OPC server, 
SCADA database, etc.)

• Think of scenarios to create forensic confusion

− Influence “recorded” timing of events (e.g., state Y 
changed before X)

− Hide attack traces (e.g., filter out certain sensor 
signal frequencies)

− Modify consistency of data across different sources

− Present “wrong” process state on the HMI forcing 
operator to take “wrong” action (and become 
responsible for process upset), etc.

− Avoid being “noticed” by the in-built anomaly 
detection algorithms

Control loop oscillations are filtered out with a low-
pass filter (through down sampling)

https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
https://research.scy-phy.net/swat.pdf
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Access – Gaining entry to the target environment and supply chain for documentation and achieving code execution on assets

Discovery – Familiarizing with the environment through infrastructure reconnaissance and process comprehension

Control – Understanding dynamic process behavior, what and how much can be changed and achieving reliable control over 

process

Damage – Designing a detailed targeted damage scenario, developing and deploying cyber-physical exploits

Prevent Response – Preventing control/safety systems and operators from interfering with or interrupting attack execution

Obtain Feedback – Measuring or observing attack progress, coordinating exploits, detecting failure, registering success

Cleanup – Hindering root-cause analysis, shaping the forensic footprint of “what has happened”

Access Discover
y Control Damag

e
Cleanu

p

Obtain
Feedbac

k

Prevent 
Respons

e

Cyber-Physical Attack Lifecycle
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